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1	Discussion
This discussion paper focus on deriving the basic principles across all the user plane solutions agreed so far in TR 23.007-07 addressing key issue for the onboarding and provisioning for SNPN.
[bookmark: _Toc510607461]2	Proposal
It is proposed to update TR 23.700-07 as indicated below.

* * * * Start of Change (All text is new)* * * *
[bookmark: _Toc25934676][bookmark: _Toc26337056][bookmark: _Toc31114303][bookmark: _Toc31120326]
* * * * Next Change * * * *
[bookmark: _Toc16839390][bookmark: _Toc21087549][bookmark: _Toc23326082][bookmark: _Toc25934688][bookmark: _Toc26337068][bookmark: _Toc31114365][bookmark: _Toc43392853][bookmark: _Toc43475652][bookmark: _Toc43476028]8	Conclusions
[bookmark: _Toc16839391][bookmark: _Toc21087550][bookmark: _Toc23326083][bookmark: _Toc25934689][bookmark: _Toc26337069][bookmark: _Toc31114366][bookmark: _Toc43392854][bookmark: _Toc43475653][bookmark: _Toc43476029]8.X	Key Issue #4: UE Onboarding and remote provisioning
Editor’s Note: These are interim conclusions for Key Issue #4.
UE onboarding for SNPN (Component 1 of KI#4)
-	It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
Editor’s note: In order to support UE onboarding using Default UE credentials and O-SNPN as the Onboarding Network (ON) the distribution of security functions when primary authentication is used should be decided by SA3, e.g. whether and how to support the primary authentication based on default credential in case DCS is deployed or not;
· It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
[bookmark: _Hlk49419081]Editor’s note: 	DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not aware of the result of authentication procedure but perform remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure.  As a result, the SO-SNPN is aware of the result of authentication procedure and perform remote provisioning. SA3 needs to evaluate the two above mechanisms from security perspective and provide feedback. 
Editor’s Note:	The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA3 feedback; until this feedback is received, it is assumed that such authentication is required. 
-	The SNPN, which directly interacts with DCS, determines the corresponding DCS identity or address/domain based on the input from the UE. 
Editor’s Note:	It is FFS whether some alternative way to identify the DCS is to be added.
-	The NG-RAN of the Onboarding network includes information in the SIB so that the UE can discover and select an appropriate O-SNPN. 
[bookmark: _GoBack]Editor’s note: whether an explicit indication towards the network from the UE is used indicating that the registration is for onboarding is FFS.
 Editor’s Note: 	Whether new RRC information is needed or existing RRC information can be used (e.g. NSSAI information) for an AMF selection during Registration procedure is FFS.
[bookmark: _Hlk49347906]-	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible and does not require any further standardisation work.
-	Onboarding network should support functionality to restrict usage to only on-boarding service.  
-	The UE shall initiate de-registration from the on-boarding network after finishing the remote provisioning or the on-boarding  network shall initiate the de-registration after successful completion of onboarding or based on timer configured for on-boarding registration.
Editor’s note: 	Further conclusions how to enable on-boarding registration is FFS e.g., based on default ON profile at UDM (e.g. When PLMN is used) or UE indication or local policy
UE Onboarding for PNI-NPN (Component 1 of KI#4)
[bookmark: _Hlk49347583]-	No enhancement for the UE onboarding (component 1 of KI#4) with PLMN credentials used for primary authentication and PLMN network selection are needed for the case of PNI-NPN credentials provisioning. 
* * * * End of Change * * * *
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